In this paper, we investigate the secrecy outage performance of a dual-hop decode-and-forward (DF) threshold-based cooperative relay network, both with and without the direct links between source-eavesdropper and source-destination. Without assuming that all the relays can always perfectly decode, here we consider that only those relays who satisfy predetermined threshold can correctly decode the message. We have investigated the outage probability of optimal relay selection scheme, when either full instantaneous channel state information (ICSI) or statistical channel state information (SCSI) of all the links is available. We have shown that CSI knowledge at the transmitter can improve secrecy, and the amount of improvement for the outage probability is more when the required rate is low and for low operating SNR. Asymptotic and diversity gain analysis of the secrecy outage for both the single relay and multi-relay system is obtained, when average SNRs of source-relay and relay-destination links are equal or unequal. We have shown that the improvement in predetermined threshold, eavesdropper channel quality, direct links, and required secrecy rate significantly affects the secrecy performance of the system.
Introduction
Cooperative communication plays a promising role to expand the coverage of wireless networks, save uplink transmit power of source due to highly constrained wireless resources [1] [2] [3] , and increase the spatial diversity without increasing the number of antennas [4] . Due to the broadcast nature of wireless medium, these cooperative networks are susceptible to eavesdropping, where the unintended receiver (eavesdropper) might overhear transmissions from the source and hence, can potentially cause great threat to secure wireless communication [1, 5] . Wireless security has traditionally relied on data encryption and decryption techniques at various layers, but key distribution becomes a major challenge in these cryptographic algorithms [6] . Recently, physical layer security (PLS) or information-theoretic security has emerged as an *Correspondence: khyatichopra134@gmail.com 1 Dept. of Electrical Engineering, Indian Institute of Technology, Delhi, New Delhi-110016, India Full list of author information is available at the end of the article alternate paradigm for secure wireless cooperative communications [3, 6] . This line of work was pioneered by Wyner [5] , where he introduced the degraded wiretap channel (DWTC) model by exploiting the physical characteristics of wireless channels [1, 6] and defined the concept of secrecy capacity. A positive secrecy capacity can only be achieved when an eavesdropper's channel is a degraded version of the main (or legitimate) channel. A survey on PLS is presented in [7] , with technical challenges and recent advances. Authors in [8] have investigated the PLS for a wireless ad hoc network with numerous eavesdroppers and legitimate transmitter-receiver pairs. The PLS for a spectrum-sharing system has been examined in [9] , which consists of multiple source-destination pairs. Physical layer security for full duplex communications is discussed in [10] , with self-interference mitigation.
Node cooperation is also introduced in PLS to improve the performance of secure communication by overcoming the wireless channel impairments [1, 2, 11] . Authors in [12] have investigated cooperative beamforming and user selection techniques to improve the security of a cooperative relaying network and have explored the concept of cooperative diversity gain, namely, adapted cooperative diversity gain (ACDG), which can be used to evaluate the security level. Authors in [11] have investigated secrecy outage of dual-hop amplify-and-forward (AF) relay system with relay selection without the knowledge of eavesdropper's instantaneous channel state information (ICSI). Authors in [13] have presented the secrecy outage probability of AF multi-antenna relay network in presence of an eavesdropper. Comprehensive study of secrecy transmission in decode-and-forward (DF) relay networks subjected to slow fading is presented in [3] , and secrecy throughput of the two-hop transmission is maximized under secrecy outage constraint. Diversity is an effective technique to combat the performance degradation in wireless communication systems caused due to fading. Cooperative diversity is incorporated in a multi-path fading environment with the help of relay nodes, to improve the communication reliability and throughput [14] . Maximal ratio combining (MRC) and selection combining (SC) are two diversity combining techniques, where the relayed signal, as well as, the signal from the source are combined to obtain the diversity gain [14] , and to enable higher transmission rates and robustness against channel variations due to fading.
Cooperative jamming is introduced in [6, 15] where, in order to confuse the eavesdroppers, the source transmits the encoded signal and weighted jamming signal is transmitted by relays. The optimal routing policy that minimizes the cost with secrecy outage probability constraint over multi-hop fading wiretap networks is discussed in [16] . Authors in [17] have investigated physical layer secrecy performance of multi-hop decodeand-forward relay networks with multiple passive eavesdroppers over Nakagami-m fading channels. Cooperative multicast scheme which allows the users to function as relays is presented in [18] , and the secure outage behavior of this scheme is studied. Secrecy outage probability of multicast cooperative relay network is also studied in [19] , in the presence of multi-destination and multi-eavesdropper nodes. Authors in [15] have discussed the outage probability and outage secrecy rate in wireless relay channels using cooperative jamming, assuming that the eavesdropper channels follow a zero-mean Gaussian distribution with known covariance. The problem of physical layer security in a large-scale multiple-input multiple-output (LSMIMO) relaying system is studied in [20] , and the impact of imperfect channel state information (CSI) in AF and DF classical relaying schemes is also investigated. Secrecy performance of full-duplex relay (FDR) networks is explored in [21] .
Relay selection schemes are introduced based on ICSI to improve the diversity gain in secure cooperative multi-relay system [1, 2, 22] . The combined use of relays and jamming for AF and DF protocols [1, 6] to improve security has also been addressed extensively by authors in [2] . For secure communication in DF relay networks, outage optimal relay selection strategy using destinationbased jamming is discussed in [6] . Authors in [23] have studied the impact of both maximal ratio combining and relay selection on the physical layer security in wireless communication systems over Rayleigh fading channel. The average secrecy rate was analyzed in [24] for the optimal relay selection scheme in DF relaying systems. Authors in [25] have investigated secrecy outage performance for partial relay selection schemes in cooperative systems. Authors in [26] have analyzed the secrecy outage performance of underlay cognitive radio networks with optimal relay selection over Nakagami-m fading channels. Secrecy performance of threshold-based DF cooperative cognitive networks is extensively discussed in [27] , with optimal relay selection scheme. The opportunistic relay selection schemes were proposed in [2, 28, 29] taking into account the quality of relay-eavesdropper links, and it was demonstrated that the proposed relay selection schemes can significantly improve the secrecy outage probability. Single opportunistic relay selection scheme, which selects the relay that maximizes the system secrecy capacity for secure communication, in a cooperative system with multiple full-duplex decode-and-forward relays is presented in [30] . The PLS problem of cognitive DF relay networks is presented in [31] , for Nakagami-m fading channels by using an opportunistic relay selection. Beamforming scheme with opportunistic relaying for wireless security under AF and DF strategies have been discussed in [32] .
In most of the prior works, neither threshold-based relaying nor direct link between source-eavesdropper and source-destination is taken into account [1, 2, 6, 22, 29] . However, due to the broadcast nature of wireless medium, the direct link is likely to exist in practice. Hence, in contrast to the above study, our work investigates the secrecy outage for a dual-hop threshold-based cooperative DF relay network, both with and without the direct link between source-eavesdropper and sourcedestination. Also, threshold-based relaying is taken into account, where without assuming that all the relays can always perfectly decode, we consider that only those relays who meets predetermined threshold can correctly decode the message [27] . We have used DF protocol instead of AF in our study for the secrecy performance analysis of dual-hop threshold-based cooperative relay system. The study on DF and AF protocols has been done in the prior literature [33] [34] [35] . In comparison to AF, the bit error rate (BER) performance of DF scheme is better [33] [34] [35] . On the other hand, AF relaying technique is much simpler as compared to DF, as the complexity of a DF scheme is significantly higher due to its full processing capability [33] [34] [35] . Since we have considered thresholdbased relaying in our paper, DF protocol is employed, such that the relay first decodes the source message, then compares it with the required threshold, and only if the threshold is met, the message is correctly decoded and forwarded by the relay node. AF protocol is not applicable for threshold-based schemes.
The main contributions of our study are summarized as follows:
-Outage probability analysis of the cooperative threshold-based DF relay system is presented without assuming that all the relays can always correctly decode. We have shown that the secrecy outage performance can be affected by link quality of both source-relay and relay-destination. -Without assuming that the direct transmissions are absent owing to deep shadow fading or large distance between nodes, the expression for secrecy outage of DF threshold-based cooperative relay network is derived, both with and without the direct link between source-eavesdropper and source-destination. -We have shown that the improvement in predetermined threshold, eavesdropper channel quality, and required secrecy rate significantly affects the outage performance of the system. -Secrecy outage probability is evaluated for optimal relay selection scheme, when either ICSI or SCSI is known for cooperative DF threshold-based dual-hop relay system. -We have shown that CSI knowledge at the transmitter can improve secrecy, and the amount of improvement for the outage probability is more when the required rate is low and for low operating SNR. -Asymptotic and diversity gain analysis of the secrecy outage for both the single relay and multi-relay cooperative system with optimal relay selection is obtained, when average SNRs of source-relay and relay-destination links are equal or unequal.
The remainder of this study is organized as follows. The system model is described in Section 2. Outage probability expressions are evaluated for threshold-based single cooperative relay system, both with and without direct link in Section 3. In Section 4, outage probability is studied for optimal relay selection scheme. Asymptotic and diversity gain analysis is presented in Section 5. In Section 6, numerical results are discussed and finally, we conclude this study in Section 7.
System model
We consider the system model, consisting of a source S, a destination D, an eavesdropper E and N number of DF relays R i , i ∈[ 1, 2.., N] which work in a dual-hop mode as depicted in the Fig. 1 . We assume there is also a direct S − D and S − E link due to the broadcast nature of wireless medium, and the communication takes place with the help of a single cooperative relay. We have derived the expression for secrecy outage probability of this dual-hop DF threshold-based cooperative relay network, both with and without the direct link between source-eavesdropper and source-destination. Threshold-based relaying is taken into account, where without assuming that the relay can always perfectly decode, we consider that only if the the received SNR at the relay meets predetermined threshold, illustrated as γ -th for S − R i link, it can correctly decode the message from the source [27, 36] . When none of the relays could perfectly decode the message from source, i.e, all relays have S − R i link SNR lower than the threshold, then, only direct communication between S − D and S − E takes place. The links between various nodes works in half-duplex mode and are modeled as flat Rayleigh flat fading channels, which are mutually independent but not identical [2, 22] .
The SNR between any two arbitrary nodes a and b, denoted as ab , is given by [36] 
where P a is the transmitted power at node a, N 0 b is the noise variance of the additive white Gaussian noise (AWGN) at b. As h ab is Rayleigh distributed, ab is exponentially distributed with mean 1/β ab [37] , expressed as
, where β ab is the parameter of the exponentially distribution.
For the random variable Z, which is exponentially distributed with parameter β ab , the CDF is given as and the corresponding PDF is obtained by differentiating (2) with respect to z as
For MRC, the random variable Z is the sum of two random variables A and B, i.e., Z = A + B where A and B are exponentially distributed with parameters β ab and β a b , the CDF is given as
and the corresponding PDF is obtained by differentiating (4) with respect to z as
The [6, 22, 27] . We have used ρ for direct mapping of required secrecy rate R s , and the probability of successful occurrence of this outage event is called outage probability P o , which is a key metric in evaluating the performance of physical-layer security [38] .
The achievable secrecy rate is the difference between the capacity of main link and that of wiretap link [1, 5, 38] 
where C d s is the secrecy capacity when both S−D and S−E direct link exists, d M = r i d + sd is the maximal ratio combined SNR of the main link at D and d E = r i e + se is the maximal ratio combined SNR of the eavesdropper link at E. The term 1/2 here denotes that to complete this dualhop transmission process, two time phase are required. The message transmitted by the source is decoded at the relay, whose threshold is satisfied in the first phase. In the second phase, one of the relay is selected to re-encode and forward the message to the destination. From (6) , when the relay node does not meet the predetermined threshold due to shadow fading [39] , the secrecy capacity is defined as C d s where d M = sd is the combined SNR of the main link at D, and d E = se is the SNR of the eavesdropper link at E.
We have investigated three scenarios in our study where first is when the direct link between both sourceeavesdropper and source-destination exists, as discussed above. The second is when the direct link only between S and E is considered assuming that the direct link between S and D is absent owing to deep shadow fading or large distance between nodes. From (6), when the relay node meets the predetermined threshold, the secrecy capacity is defined as C se s where se M = r i d is the SNR of the main link at D, and se E = r i e + se is the maximal ratio combined SNR of the eavesdropper link at E and when the relay node does not meet the predetermined threshold due to shadow fading [39] , the secrecy capacity is defined as C se s , where only direct link between sourceeavesdropper exists and se E = se is the SNR of the eavesdropper link at E.
The third scenario is when no direct link between S − D and S − E is considered assuming that the direct links between S − D and S − E are absent owing to deep shadow fading or large distance between nodes [1, 2, 22] . From (6), when the relay node meets the predetermined threshold, the secrecy capacity is defined as C nd s where nd M = r i d is the SNR of the main link at D, and nd E = r i e is the SNR of the eavesdropper link at E and when the relay node does not meet the predetermined threshold due to shadow fading [39] , no relay is selected for communication.
Secrecy outage probability analysis of single relay system
This section deals with the evaluation of the expression for secrecy outage probability of DF threshold-based dualhop cooperative relay network, in the three scenarios discussed in our study. Each scenario is divided into two probabilistic instances where in the first instance, we consider that the message is decoded successfully [28, 29] , as the SNR at the relay node satisfies the predetermined threshold while, in the second instance we consider that the SNR at the relay node does not meet the predetermined threshold.
Direct link between both S − D and S − E
We evaluate outage probability for single ith relay in the first scenario where the direct link between both S−D and S − E exists as
By substituting the PDF and CDF of MRC diversity scheme from (4) and (5) in (7) and after some algebraic simplifications, the outage probability expression is obtained as
Direct link only between S and E
We evaluate outage probability for single ith relay in the second scenario where only the direct link between S and E exists as
By substituting the PDF and CDF of MRC diversity scheme from (4) and (5) in (9) and after some algebraic simplifications, the outage probability expression is obtained as 
No direct link between both S − D and S − E
We have evaluated the outage probability of a thresholdbased DF relaying system without any direct links for the two cases. The two cases discussed in this section are as follows. In the first case, no CSI knowledge is available at the transmitter. The transmission rate cannot thus be adapted by the transmitter to get the positive secrecy. The condition of positive secrecy, i.e., M > E is not imposed in this case and P i o (R s ) evaluation is independent of CSI. In the second case, CSI is completely known at the transmitter. The transmission rate can thus be adapted by the transmitter to get the positive secrecy. When CSI knowledge is available at the transmitter, the condition of positive secrecy, i.e., M > E is imposed while evaluating the P i o (R s ) for cooperative system. Usually, through a feedback link from the receiver to the transmitter, there can be the availability of channel information for a particular link at the transmitter. However, this feedback channel has to be of high-capacity, which cannot be always maintained. Each case is further divided into two probabilistic instances. The relay can decode correctly in the first instance, as the predetermined threshold SNR is achieved [27] . The predetermined threshold SNR is not achieved in the second instance by the relay, and thus the source information is not forwarded [27] . When sri < γ th , the P i o (R s ) becomes unity; irrespective of the full CSI knowledge available at the transmitter or not, i.e., P C s < R s ∩ M > E | sri < γ th = 1 .
No knowledge of CSI at transmitter
We evaluate outage probability for single ith relay in the third scenario where, no direct link between S − D and S − E exists and full CSI knowledge is not available at the transmitter 
CSI completely known at transmitter
We evaluate outage probability for single ith relay in the third scenario where no direct link between S − D and S − E exists, and full CSI knowledge is available at the transmitter as (12) In contrast to the prior literature, where the direct link between the source-eavesdropper and source-destination is not taken into account [1, 2, 22], we have derived the expression for secrecy outage probability of DF thresholdbased dual-hop cooperative relay network, both with and without the direct link between source-eavesdropper and source-destination as discussed in our study.
Secrecy outage analysis of relay selection scheme
In this section, the secrecy outage probability analysis of optimal relay selection (OS) scheme for dual-hop threshold-based DF cooperative multi-relay system is presented, under the no direct link scenario [27] .
Optimal selection: ICSI of all the links is known
In the optimal relay selection scheme for cooperative multi-relay system [22, 29] , the relay that maximizes the secrecy capacity of system is selected to forward the source data. In this case, ICSI of all the links is available. The relay is taken to be selected if predetermined threshold is satisfied, and P is taken as the number of relays which are selected. When the predetermined threshold is not satisfied, the relay is not selected and Q is taken as the number of relays which are not selected. The probability that the maximum of some independent random variable is less than some quantity, is the probability that all the independent random variables are less than that quantity [27] . The final summation is done over the set S, where S is the set of all possible combinations of relay i ∈[ 1, 2.., N]. Considering the fact that an outage event occurs when the secrecy capacity becomes less than the desired secrecy rate R s , we can evaluate the outage probability of this OS scheme in the third scenario where no direct link between S−D and S−E exists and full CSI knowledge is not available at the transmitter as
ρβ rid + α rie (13) Similarly, we can also evaluate the outage probability of this OS scheme in the third scenario where no direct link between S − D and S − E exists and full CSI knowledge is available at the transmitter as
Optimal selection: SCSI of all the links is known
We have examined another relay selection scheme where no knowledge of instantaneous channel state information is required [22, 27] . This relay selection method has been proposed in [22] , and it requires only the statistical information of all the links for secrecy outage probability measurement. This relay selection method is the optimal one, only when no knowledge of ICSI is available except statistical information. In this scheme, the relay for which the secrecy outage probability of system becomes minimum is selected [22] . The secrecy outage probabilities,
of all the individual single relay systems can be first measured, and then we can find the optimal relay i * [22] . It can be expressed mathematically as
Since ICSI is not required, power consumption is reduced as no complex channel measurements are necessary. Compared to the ICSI, channel statistics does not considerably change over time and thus, this is a one-time process. Under severe resource constraint like power and computational complexity, this selection scheme can improve the secrecy performance [22] . The performance of optimal relay selection scheme will be better, as improvement is achieved by utilizing the knowledge of ICSI of the system in OS scheme [22] , while only SCSI of the system is available for this scheme. This scheme can be useful in the networks, where there is no availability of CSI of the eavesdropper at all the time instants and due to power limitations, the ICSI of other nodes cannot be fed back at all instants to the decision making node.
Asymptotic and diversity analysis
In this section, asymptotic and diversity analysis of dualhop threshold-based DF cooperative relay network is presented, under the scenario when there is no direct link between both S − D and S − E. When link SNRs of S − R i and or R i − D are asymptotically increased in comparison to eavesdropper's link, the behavior of secrecy outage becomes important for the system design. We have discussed the following two significant cases: (1) when S − R i and R i − D link average SNRs are equal, for all i, and they together tends to infinity, i.e., 1/β sri = 1/β rid = 1/β → ∞ , it is called as balanced case, and ( 2) when either of the S − R i or R i − D for all i, link average SNR tends to infinity, i.e., 1/β sri is fixed and 1/β rid = 1/β → ∞ or 1/β rid is fixed and 1/β sri = 1/β → ∞, it is called as unbalanced case [22, 27] .
Single balanced relay case
The P i o (R s ) for single DF relaying system is evaluated, both when full CSI knowledge is not available and when available at the transmitter.
No knowledge of CSI at transmitter
For the balanced case, when 1/β sri = 1/β rid = 1/β → ∞, the P i o (R s ) for single DF relaying balanced system without CSI knowledge at the transmitter in (11) is expressed as
CSI completely known at transmitter
For the balanced case, when 1/β sri = 1/β rid = 1/β → ∞, the P i o (R s ) for single DF relaying balanced system with CSI knowledge at the transmitter in (12) is expressed as
We can interpret from (16) and (17) that secrecy outage probability is inversely proportional to 1/β and it tends to zero, when main channel SNR (1/β) tends to infinity. It is directly proportional to the required threshold γ th , eavesdropper channel SNR (1/α rie ), and desired secrecy rate R s .
Diversity order is a critical measure to observe how fast the outage probability decreases when SNR tends to infinity. Hence, the effect of the increase in number of relays on the outage probability can also be intuitively understood. The diversity order [1] can be defined as
where P o (SNR) is the secrecy outage probability given by function of SNR = 1/β. We can show that using this definition, diversity order of (16) and (17) can be obtained as one. The power of SNR in the denominator of (16) and (17) is same as the diversity order D. It is also depicted by the slope of curve in the log graph. As there is no relay selection, it is intuitive that diversity order of one is achieved by this single cooperative relay system.
Single unbalanced relay case
The behavior of outage probability is studied for this unbalanced case, both when full CSI knowledge is not available and when available at the transmitter.
No knowledge of CSI at transmitter
The P i o (R s ) is evaluated by asymptotically increasing the average SNR of the R i − D link and keeping the average SNR of the S − R i link fixed, i.e., when 1/β sri is fixed and 1/β rid = 1/β → ∞. The P i o (R s ) for single DF relaying unbalanced system without CSI knowledge at the transmitter in (11) is expressed as (19) Also, the behavior of outage probability is studied by asymptotically increasing the average SNR of the S−R i link and keeping the average SNR of the R i − D link fixed, i.e., when 1/β rid is fixed and 1
CSI completely known at transmitter
The P i o (R s ) is evaluated by asymptotically increasing the average SNR of the R i − D link and keeping the average SNR of the S − R i link fixed, i.e., when 1/β sri is fixed and 1/β rid = 1/β → ∞. The P i o (R s ) for single DF relaying unbalanced system with CSI knowledge at the transmitter in (12) is expressed as
Also, the behavior of outage probability is studied by asymptotically increasing the average SNR of the S−R i link and keeping the average SNR of the R i − D link fixed, i.e., when 1/β rid is fixed and 1/β sri = 1/β → ∞.
ρβ rid + α rie + γ th β rid α rie + β rid (22) The asymptotic outage probability is expressed as a summation of an asymptotically varying term with 1/β and a constant quantity. We can observe that asymptotically varying term is dominating at low SNR, but at high SNR it vanishes. We can also infer from (19) to (22) that due to fixing average SNR of any hop, unbalance is caused in dual-hop cooperative relay system . Hence, the secrecy outage is limited to a constant, even if we infinitely increase the average SNR of the other hop [22, 27] .
Optimal balanced relay selection case
Asymptotic expression of the outage probability for optimal relay selection in the balanced case can be evaluated both when full CSI knowledge is not available and when available at the transmitter.
No knowledge of CSI at transmitter
The P OS o (R s ) for DF optimal relaying balanced system without CSI knowledge at the transmitter in (13) is expressed as
CSI completely known at transmitter
The P OS o (R s ) for DF optimal relaying balanced system with CSI knowledge at the transmitter in (14) is expressed as
Comparing (23) and (24) with (16) and (17), we can see that for optimal relay selection scheme, asymptotic expression for secrecy outage probability is given by the product of asymptotic expressions of individual single cooperative relay system. We can also see that the denominator in (23) and (24) contains power of N at main channel SNR = 1/β and thus, using (18) diversity order D = N is obtained. We conclude that, when we choose a single cooperative relay from a set of N relays, the diversity order of N is achieved, which is also intuitive [22, 27] .
Optimal unbalanced relay selection case
The outage probability for DF optimal relaying unbalanced system can be evaluated both when full CSI knowledge is not available and when available at the transmitter.
No knowledge of CSI at transmitter
When 1/β sri is fixed and 1/β rid = 1/β → ∞, for all i = 1, · · · , N, for optimal relay selection scheme, the outage probability tends to be a constant value in the unbalanced case. The P OS o (R s ) for DF optimal relaying unbalanced system without CSI knowledge at the transmitter in (13) is expressed as
Also, when 1/β rid is fixed and 1/β sri = 1/β → ∞, for all i = 1, · · · , N, for optimal relay selection scheme, the outage probability tends to be a constant value in the unbalanced case and is given as
CSI completely known at transmitter
When 1/β sri is fixed and 1/β rid = 1/β → ∞, for all i = 1, · · · , N, for optimal relay selection scheme, the outage probability tends to be a constant value in the unbalanced case. The P OS o (R s ) for DF optimal relaying unbalanced system with CSI knowledge at the transmitter in (14) is expressed as
Here, asymptotic varying terms are not shown, which can also be obtained as in (19)- (22) . Comparing (25)- (28) with (19)- (22), we can observe that the constant value of secrecy outage probability is the product of constant values of individual single cooperative relay system for optimal relay selection scheme. As each constant value of the outage probability in (19) - (22) is less than unity, the performance is always improved by optimal relay selection [22, 27] .
The prior literature does not take into account the effect of S − R i link quality, but in our study, we have considered the effect of both S − R i and R i − D link quality for complete performance analysis [27] .
Numerical analysis
This section presents the analytical results of a thresholdbased dual-hop DF cooperative relay network that exactly matches with the simulation results. Noise power is assumed to be the same at all the nodes. To cover feasible range of required secrecy rate, both low and high desired rate of R s = 0.1 and R s = 2.0 are considered. Figure 2 shows the comparative analysis of the outage probability P o (R s ) of single ith relay with total SNR 1/β, as expressed in (11) and (12) for the balanced case under the scenario when no direct link is present, both with and without the availability of channel knowledge at the transmitter. The figure is plotted with different R s = 0.1, 1.0, and 2.0 and fixed γ th = 3 dB and 1/α re = 1/α = 3 dB. It can be observed that CSI knowledge can improve secrecy; the amount of improvement for the P o (R s ) is more when the required rate is low and for low operating SNR. Also, outage probability increases in function of R s . Corresponding asymptotic analysis as expressed in (16) and (17) is also shown by solid straight lines passing through the curves. Figure 3 shows the comparison of outage probability P o (R s ) of single ith relay with total SNR 1/β, as expressed in (8) , (10) and (11) under three scenarios: (1) with direct link between both S − D and S − E , (2) with direct link only Fig. 2 Comparison of outage probability with 1/β under no direct link scenario both with and without CSI for R s = 0.1, 1.0, and 2.0; and γ th = 3 dB of single balanced relay system Fig. 3 Comparison of outage probability under three scenarios: (1) with direct link between both S − D and S − E , (2) with direct link only between S and E, and (3) with no direct link between both S − D and S − E for 1/α = 6 and 9 dB, R s = 1.0, and γ th = 3 dB of single balanced relay system between S and E, and (3) with no direct link between both S − D and S − E. This figure has been plotted with different relays to eavesdropper average SNR 1/α rie = 1/α = 6 and 9 dB , desired secrecy rate R s = 1.0, and fixed γ th = 3 dB. It is observed from the figure that the outage probability is maximum for the case when only S−E link is present which is intuitive and least for the case when there is no direct link between both S − D and S − E. Also, increase in eavesdropper channel quality increases the outage probability of the system for all three scenarios. Figure 4 shows the outage probability P o (R s ) of single i th relay with total SNR 1/β, as expressed in (11) under the scenario when direct link is not present between both S−D and S − E. This figure has been plotted with different relays to eavesdropper average SNR 1/α rie = 1/α = 3, 6, and 9 dB, γ th = 3 and 6 dB, and fixed desired secrecy rate R s = 1.0. It is observed from the figure that the improvement in predetermined threshold value γ th , increases the outage probability of the system. This observation holds true for other two scenarios also. The corresponding asymptotic analysis as given in (16) is depicted by straight solid lines crossing through the curves. It can be observed from the plot that the spacing between asymptotic solid straight lines for γ th = 3 dB and γ th = 6 dB, at a given P o (R s ), is more for low eavesdropper average SNR 1/α = 3 dB and subsequently decreases for 1/α = 6 dB and 1/α = 9 dB. Hence, we can interpret that increase in predetermined threshold value γ th degrades the outage probability more, when eavesdropper average SNR is low, than when eavesdropper average SNR is high. Also, it is observed that Fig. 4 Outage probability with no direct link between both S − D and S − E for 1/α = 3, 6 , and 9 dB, γ th = 3 and 6 dB and R s = 1.0 of single balanced relay system increase in eavesdropper channel quality increases the outage probability of the system. Figure 5 shows the outage probability P o (R s ) of single ith relay, as expressed in (11) for the unbalanced case under the scenario when direct link is not present between both S − D and S − E with average SNR of 1/β sri = 1/β at different 1/β rid = 25, 30, and 35 dB with 1/α rie = 1/α = 6 dB, γ th = 3 dB, desired secrecy rate R s = 1.0, and it is also plotted for the unbalanced case with average SNR of 1/β rid = 1/β at different 1/β sri = 25, 30, and 35 dB with 1/α rie = 1/α = 6 dB and fixed γ th = 3 dB, desired secrecy rate R s = 1.0. It is observed that P o (R s ) tends to be a fixed constant, which is derived in (19) and (20) for a given 1/β rid or 1/β sri even if 1/β increases. The fixed constants which are derived in (19) and (20) are shown with horizontal dashed line. From the flooring of curves, we can interpret that outage probability is constrained by either of S−R i or R i −D link quality. Also, we can observe from the plot that the asymptotically varying term of (19) and (20) depicted by straight solid line have crossed the dashed lines exactly at the point, whereafter average SNR of one hop exceeds the other hop [22, 27] . The flooring of curves can also be analysed using the results of [40] , where it is shown that since the average secrecy capacity has a ceiling when the transmit SNR improves, the secrecy outage probability has a floor. Figure 6 shows the outage probability P o (R s ) of optimal relay selection scheme when either ICSI or SCSI is known as given in (13) and (15) for the cooperative relay system. The figure is plotted with different number of relays N = 2, 3 , and 4 for the balanced case under the scenario when direct link is not present between both S − D and S − E with total SNR 1/β. This figure has been plotted with fixed desired secrecy rate R s = 1.0, γ th = 3 dB and different relay to eavesdropper average SNR 1/α rie = 1/α == 12, 9, 6, and 3 dB. It is clearly observed from the figure that P o (R s ) decreases with the increase in number of relays N. The relay selection will improve the performance of multi-relay cooperative system, when the number of relays is increased, for the case when ICSI of the system is known. Whereas, when ICSI of the system is not available, while only SCSI of the system is known, the secrecy performance can either remain same or increase, when the number of relays is increased, depending on the channel characteristics. Particularly for this numerical analysis, we have shown that when only SCSI of the system is known, the secrecy performance is increasing with the increase in Fig. 6 Outage probability of balanced optimal relay selection scheme when either ICSI or SCSI is known with no direct link between both S − D and S − E for N = 2, 3, and 4; R s = 1.0; 1/α = 12, 9, 6, and 3 dB; and γ th = 3 dB the number of relays. Here, out of N relays, we select the relay for which the secrecy outage probability of the system becomes minimum. The secrecy performance with only SCSI of the system will be less, as compared to the one with ICSI of the system, which is also intuitive as improvement is achieved by utilizing the knowledge of instantaneous channel information of the system.
Conclusions
In this paper, we have evaluated the secrecy outage probability of the cooperative threshold-based DF dualhop relay system, both with and without the direct link between source-eavesdropper and source-destination and also without assuming that all the relays can always perfectly decode. We have shown that improvement in desired secrecy rate, eavesdropper channel quality, and predetermined threshold has a significant impact on outage performance of the system. We have provided the asymptotic and diversity gain analysis of the secrecy outage for both the single relay and multi-relay system with OS, when average SNRs of source-relay and relaydestination links are equal or unequal. Secrecy outage probability is evaluated for OS scheme, when either ICSI or SCSI is known and we have examined that the secrecy performance improves with increase in the number of relays. We have also demonstrated that CSI knowledge at the transmitter can improve secrecy, and the amount of improvement for the outage probability is more when the required rate is low and for low operating SNR.
